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CISA Alert (AA20-302A)  
Ransomware Activity  
Targeting the Healthcare  
and Public Health Sector 
On Oct 28, 2020, the Cybersecurity and Infrastructure Security Agency (CISA) along with the 

Federal Bureau of Investigations (FBI) and Health and Human Services (HHS) announced of an 

increased and imminent cyberthreat to the Healthcare and Public Health Sector. This warning 

comes on the heels of increased ransomware incidents in the last few months and includes infor-

mation on Conti, TrickBot, BazarLoader and new Indicators of Compromise (IOCs). As healthcare 

continues to grow as a reliable source of income for threat actors because of the necessity to 

protect patient care, ransomware campaigns will continue to proliferate.  

Jeff Horne, Chief Security Officer at Ordr, provides insight into the latest wave of ransomware 

with a series of articles:

• Ransomware in Healthcare Providers and Healthcare Delivery Organizations— 

Tactics, Techniques, and Procedures and Recommendations of How to Triage

• A Primer on Preparing for and Responding to Ransomware for Users of IoT and IoMT

• Ordr CISO Threatcast – Ransomware Affecting Healthcare 

https://www.zdnet.com/article/first-death-reported-following-a-ransomware-attack-on-a-german-hospital/
https://resources.ordr.net/blog/ransomware-in-healthcare-providers-and-healthcare-delivery-organizations
https://resources.ordr.net/blog/ransomware-in-healthcare-providers-and-healthcare-delivery-organizations
https://resources.ordr.net/blog/a-primer-on-preparing-for-and-responding-to-ransomware-for-users-of-iot-and-iomt
http://•	Ordr CISO Threatcast – Ransomware Affecting Healthcare 
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Threat Summary
Ransomware has been around for decades and while the recent evolution in the past few years has transformed 

into more of a service – yes, Ransomware-as-a-Service (RaaS), it can be attributed to one of the reasons there 

is a 25 percent increase in attacks from Q4 2019 to Q1 2020 and a 715% year-over-year increase in detected 

—and blocked—ransomware attacks and the average payment increased by 33%. 

The distributed nature of the ransomware developer and the affiliates makes it more lethal than ever. How RaaS 

works is explained in simple diagram below:

Ransomware developer: Who creates custom malicious code, and capabilities like lateral movement tools 

and scripts, and including exploit code that is sold to a ransomware affiliate for a fee or share in eventual 

ransom after a successful attack.

Ransomware affiliate: Starts a hosting site with custom exploit code. Identify targets and send the exploit 

code typically by phishing email or as an attachment.

Victim: Falls victim to the exploit code.

Figure 1: RaaS Infection Lifecycle

https://www.bitdefender.com/files/News/CaseStudies/study/366/Bitdefender-Mid-Year-Threat-Landscape-Report-2020.pdf
https://www.bitdefender.com/files/News/CaseStudies/study/366/Bitdefender-Mid-Year-Threat-Landscape-Report-2020.pdf
https://www.coveware.com/blog/q1-2020-ransomware-marketplace-report
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There are several RaaS types identified by security experts. Some examples are Sodinokibi, Ryuk, Mamba, 

Phobos, Dharma, Snatch, etc. It is worth noting that in the actual ransomware code is usually the last piece 

dropped in the infection life cycle giving hope that this can be prevented. The infection usually starts with 

Trojans like Trickbot, will go through the baking process where the RaaS affiliates monitor and map out the 

network and any existing vulnerabilities and then drop the actual ransomware code. 

Using Ordr in defense against the recent  
Ransomware attacks
Ordr has been working on enhancing features and work with the industry partners to make it easy for cus-

tomers to identify, detect and respond on any potential vulnerability and threats. Identifying vulnerabilities and 

active threats are both important in the fight against ransomware but they need to be handled differently. Vul-

nerability remediation needs good planning and execution whereas active threat is something that need to be 

addressed right away. Ordr addresses both vulnerability and active threat detection for the CISA AA20-302A 

advisory.
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Vulnerability management with Ordr
Identify vulnerable devices:

One of the vulnerabilities the recent Ransomware seem to exploit is CVE-2020-1472 [7] termed ZeroLogon. 

ZeroLogon is a privilege escalation vulnerability which when exploited can quickly spread ransomware to the 

entire domain managed devices and services. 

Ordr vulnerability databases are constantly updated and tags devices that are vulnerable to ZeroLogon vul-

nerability automatically. Making sure devices associated to these vulnerabilities are patched is the first defense 

towards ransomware attacks.
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Make sure Anti-virus is installed on all workstations including virtual 
machines:

Ordr provides a quick and easy way to identify anti-virus status for all physical and virtual machines. Ordr has 

helped identify virtual machines running without any anti-virus software on numerous occasions. Make sure 

anti-virus is running on all physical and virtual machines and the definitions are updated. 
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Identify and secure non-domain managed devices:

Any organizations security program is only as strong as the weakest link. Every organization is challenged with 

gaining control over devices that are not under domain control. With Ordr, non-domain managed can be easily 

identified and make sure they are in compliance. 
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Active Threat management with Ordr
Threat feed updates:

Ordr worked with threat feed providers to update the websites and IP addresses identified by the CISA advisory 

and other security experts. This service is available for all Ordr customers. Any device initiating communication 

to these domains and IP addresses will be flagged.
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Intrusion detection rules updates:

Ordr has built-in Intrusion Detection engine to monitor active threats. This helps with any East-West propa-

gation of malware which is common in ransomware attacks. The rulesets are up to date to detect and notify any 

lateral movement of malware.
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Monitor external communication:

Monitoring external communications is another important step in safeguarding the organization. Ordr provides 

easy way to monitor device, profile, group communications with easy to use visuals. Note that a communication 

blocked by a firewall does not mean that the organization is safe. The device that is initiating this communi-

cation still need to be identified and fixed. 
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Monitor open ports:

The recent ransomware attacks seem to utilize any open ports to spread the malicious code – specifically port-

3389. Ordr monitors all device to device communications and provides an easy way to identify devices that are 

communicating over port-3389. In lot of cases it is necessary to have to these ports open. Ordr recommends to 

add this to port to an allow list and let only specified devices to communicate using this port.
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For more information on how Ordr can help you identify and manage vulnerabilities for any connected device, 

please contact info@ordr.net. 
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