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ORDR AND SERVICENOW INTEGRATION

Ordr Integrations with ServiceNow
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and Vulnerability Management

Complete, Continuous, Accurate Asset Management and Security

Automate device discovery and
asset inventory tasks

Maintain an up-to-date and
As organizations modernize, the number of network-connected assets continues to grow accurate system of record

resulting in an ever expanding and evolving attack surface. Maintaining an accurate asset Streamline device management
inventory in a configuration management database (CMDB) can provide a central source of tasks
truth and an essential resource to help security and IT teams understand their attack

Accelerate vulnerability
surface, identify vulnerabilities and threats, and take quick action to reduce risk.

management and risk reduction

efforts
The effort to maintain an asset inventory is often based on manual data collection and
continuous updates to ensure up-to-date and comprehensive coverage of all assets and Simplify compliance reporting
data. This process is not only tedious but also error prone resulting in an incomplete record Improve device utilization

of devices and inaccurate view of vulnerabilities and risk.

ORDR AND SERVICENOW OVERVIEW

Ordr integrates with ServiceNow to simplify how organizations discover, inventory, manage, and secure every network-connected asset
including Internet of Things (loT), Internet of Medical Things (IoMT), Operational Technology (OT), and traditional IT assets. Bidirectional
integration with ServiceNow automates and simplifies the various aspects of maintaining an accurate and up-to-date inventory, while
extending the breadth and depth of asset details that are essential for IT and security teams, tools, and initiatives. Ordr integrations are
certified by ServiceNow Engineering and available in the ServiceNow Store.
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Ordr integrations with ServiceNow solutions
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Service Graph Connector for Ordr

Ensures data consistency, accuracy, and scale of data
exchanged between Ordr and ServiceNow. The ServiceNow
Identification and Reconciliation Engine (IRE) simplifies data
reconciliation before to ensure accuracy and maps more
device attributes for richer asset context, while the ServiceNow
IntegrationHub ETL ensures data speed and scale. Available in
the ServiceNow Store.
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Configuration Management Database (CMDB)

Helps maintain a comprehensive, accurate, and up-to-date
asset inventory. Ordr automatically discovers, classifies, and
gathers granular details about every network-connected device
and sends that data to the ServiceNow CMDB. This integration
simplifies the process of maintaining an asset inventory by
adding missing or new devices and reconciling existing data to
ensure your inventory is always up to date with accurate
details.

ORDR AND SERVICENOW INTEGRATION

IT Service Management (ITSM)

Ensures all incidents including severity and accurate device
details are available for automating ticket generation and
workflows. In addition to incident details device information
such as make, model, 0S/SW version(s), support owners, and
device location not only provides the essential details to
power ITSM workflows but also ensures the data is current
and accurate.

Vulnerability Response (VR)

Closes visibility gaps and provides vulnerability insights for all
devices including those not supported by endpoint agents or
active scanning. Ordr's passive methods collect OS and
software details and combines vulnerability data from
multiple sources for a complete view of device vulnerabilities
and risk. Vulnerability details including severity for all devices
are sent to Vulnerability Response so you can leverage
accurate data to optimize and accelerate vulnerability
management tasks. Available in the ServiceNow Store.

ORDR AND SERVICENOW INTEGRATION BENEFITS

MAINTAIN AN UP-TO-DATE
o SYSTEM OF RECORD FOR ALL

STREAMLINE DEVICE
MANAGEMENT TASKS

ﬁ@g CONNECTED DEVICES

Ordr automatically discovers, classifies,
and gathers granular details including
network connectivity insights for all
connected devices—from traditional IT
assets to loT, loMT, and OT--reducing
manual efforts and errors. Ordr-discovered
assets and asset details can be combined
and correlated with your ServiceNow
CMDB for a comprehensive, up-to-date
asset inventory with richer context.

% ENSURE DATA ACCURACY

The Service Graph Connector for Ordr
ensures an accurate system of record is
centrally maintained in your ServiceNow
CMDB. Data sent from Ordr is automatically
reconciled with existing CMDB data using the
ServiceNow Identification and Reconciliation
Engine (IRE). This process eliminates manual
efforts, reduces operational costs, and
ensures accurate data is available to enrich
IT tools and workflows with confidence.

Granular device details and insights from
Ordr enable an accurate understanding of all
devices connected to your environment. With
accuracy, you have a complete
understanding of available resources, can
plan and prioritize management efforts, and
improve asset utilization. Accurate asset
data also helps you manage pay-per-asset
costs by identifying assets no longer in
inventory to ensure unnecessary costs are
not incurred.
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ACCELERATE VULNERABILITY
MANAGEMENT AND RISK
REDUCTION EFFORTS

Device vulnerability details including
severity for all devices are sent to
ServiceNow Vulnerability Response so you
can leverage accurate data to optimize and
accelerate vulnerability management tasks.
Granular device details and network
context provided by Ordr helps you
understand the potential impact, prioritize
efforts, automate ticketing for resolution,
and take action with the right response to

reduce risk.

SIMPLIFY COMPLIANCE
O REQUIREMENTS

Ordr automatically collects granular details
for every connected device to help with
reporting of device risk, risk management
efforts, and other compliance reporting
requirements. The Ordr solution includes a
number of preconfigured and customizable
reports that can be viewed in the Ordr
dashboard or exported and shared across
teams.

ORDR AND SERVICENOW INTEGRATION

IMPROVE DEVICE
UTILIZATION

Ordr device utilization insights can be sent
to the ServiceNow CMDB to help you
understand device load, balance demand,
allocate budget, and make data driven
procurement decisions.

Ordr makes it easy to secure every connected device, from traditional IT devices to newer and more vulnerable 10T, loMT, and OT.
Ordr Systems Control Engine uses deep packet inspection and advanced machine learning to discover every device, profile its risk
and behavior, map all communications and protect it with automated policies. Organizations worldwide trust Ordr to provide
real-time asset inventory, address risk and compliance and accelerate IT initiatives. Ordr is backed by top investors including Battery

Ventures, Wing Venture Capital, Ten Eleven Ventures, Northgate Capital, Kaiser Permanente Ventures, and Unusual Ventures.

Learn more at www.ordr.net and follow Ordr on LinkedIn and Twitter
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ServiceNow (NYSE: NOW) makes the world work better for everyone. Our cloud-based platform and solutions help digitize and
unify organizations so that they can find smarter, faster, better ways to make work flow. So employees and customers can be more

connected, more innovative, and more agile. And we can all create the future we imagine. The world works with ServiceNow™.

Learn more at www.servicenow.com
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